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NAVY REGION SOUTHWEST

REGIONAL EMERGENCY MANAGEMENT PROGRAM

Annex J

Critical Asset Assurance Program (CAAP)

1. Discussion

a. DoD Directive 5160.54 (Series) is the Critical Asset Assurance Program
(CAAP). The directive updates Department of Defense (DoD) policy for the protection
and assurance of DoD and non-DoD critical assets worldwide. The directive is
designed to:

D) Support the requirements of DoD Direclive 3020.36 (Series) titled
Assignment of National Security Emergency Preparedness (NSEP) Responsibilities to
Department of Defense Components, and to implement the policies established by DoD
Directive S-3600.1 (Series) as they pertain to critical assets that are, include, or depend
upon information systems.

(2) Expand the requirement to identify critical assets and assure their
integrity, availability, survivability, and capability to support vital DoD missions across
the full range of military operations.

(3)  Provide for an integrated infrastructure vulnerability assessment
and assurance program based on an analysis of the identified critical assets using risk
management principles. The risk management-based analysis provides the information
necessary to effectively allocate available resources necessary for assurance.

b. Critical assets are any facility, equipment, service or resource considered
essential to DoD operations in peace, crisis and war and warranting measures and
precautions to ensure its continued efficient operation, protection from disruption,
degradation or destruction, and timely restoration. Critical assets may be DoD assets or
other government or private assets, (e.g., industrial or infrastructure critical assets),
domestic or foreign, whose disruption or loss would render DoD critical assets
ineffective or otherwise seriously disrupt DoD operations. Critical assets include
traditional physical facilities or equipment, non-physical assets (such as soflware
systems) or assets that are distributed in nature (such as command and control
networks, wide area networks or similar computer-based networks).
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C. It is DoD policy to identify and ensure the availability, integrity, survivability
and adequacy of those assets, (domestic and foreign) whose capabilities are deemed
critical to DoD force readiness and operations in peace, crisis, and war by providing for
their protection from all hazards; mitigating the effect of their loss or disruption; and/or
planning for timely restoral or recovery. The level of assurance appropriate for each
asset is a risk management decision of the owning or controlling DoD component, made
in coordination with those dependent on the asset, and based on its criticality, the
threat, and resources available.

d. Navy commands and activities must recognize that critical DoD
equipment. facilities. and services are dependent upon non-DoD assets. This includes
the international and national infrastructures, other facilities and services of the private
sector, and those of other government departments and agencies. Non-DoD assets
essential to the functioning of DoD critical assets are also critical assets of concern to
the Department of Defense. Critical Assets include information systems and computer-
based systems and networks that can be distributive in nature.

e. The peacetime responsibility for protecting non-DoD critical assets and
designing their security rests primarily with the civil sector owners and with local, state,
and federal law enforcement authorities and that responsibility for protecting non-U.S.
critical assets rests with the appropriate national authority. However, the Department of
Defense must participate with the civil sector emergency preparedness and law
enforcement authorities in planning for critical asset assurance during an emergency,
and must be prepared, in concert with the appropriate authorities and within defense
priorities, to assist in their protection during emergencies, including natural disaster,
physical or technical attack, and technological or other emergency that seriously
degrades or threatens DoD operations. DoD Directives 3025.1 (Series), DoD Directives
3025.12 (Series), and DoD Directives 3025.15 (Series) provides specific guidance in
this area.

f. Navy commands and activities must have an integrated asset and
infrastructure vulnerability assessment and assurance program for the protection and
assurance of DoD and non-DoD critical assets through the CAAP. The CAAP must
provide a comprehensive and integrated decision support environment to represent the
relationship between critical assets and force readiness and operations in peace, crisis
or war that can be used to assess the dependencies, vulnerabilities and effects of the
disruption or loss of critical assets or supporting infrastructures on their plans and
operations. The CAAP must also provide the capability for critical asset assurance
analysis, planning, prioritization, resource programming and response necessary to
mitigate the disruption or loss of critical assets. It must also ensure that the collection,
retention, and dissemination ot CAAP intormation are in compliance with applicable
U.S. law, statutes, directives, and policies as delineated by the established intelligence
oversight program. DoD Directive 5240.1 (Series) and DoD Regulation 5240.1-R
(Series) provides specific guidance.
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2. Responsibilities

a. The Under Secretary of Defense for Policy shall:

(1)  Provide policy direction and guidance for the development and
implementation of CAAP as an element of national security emergency preparedness.

(2) Represent the Secretary of Defense with other federal departments
and agencies and with industry in the development, review, and approval of standards
for the assurance of all critical assets and coordinate such agreements as may be
appropriate for this program.

(3) Develop and lead a process for annual program review of the
CAAP with the components and the DoD Executive Agent that includes an analysis of
the program effectiveness in meeting goals and objectives, an assessment of the
performance of organizations in accomplishing their roles and responsibilities, a review
of threats and technologies, and the status of planning and analysis for the assurance of
critical assets to ensure compliance with this directive. The DoD Executive Agent is the
individual designated by position to have and to exercise the assigned responsibility and
delegated authority of the Secretary of Defense, as specified in DoD Directive 5160.54
(Series).

(4)  Exercise classification authority for CAAP, and publish classification
guidance.

(5) Establish, support and provide the co-chair (with the Office of the
Assistant Secretary of Defense for Command, Control, Communications and
Intelligence) for the Critical Infrastructure Protection Working Group (CIPWG).

b. The Under Secretary of Defense for Acquisition and Technology shall:

(1)  Comprehensively integrate the policies established by this directive
in acquisition policy guidance. to include Title 48, Code of Federal Regulations (1996).
Federal Acquisition Regulations System.

(2) Develop assurance standards and ensure that internal and external
infrastructure protection, mitigation, detection, reaction and recovery measures are
designed into the acquisition process, systems being developed and acquired, and the
supporting industrial base.

(3)  Foster research on infrastructure systems assurance and analysis
and promote development of infrastructure interdependency analysis.
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(4)  identify technologies that represent threats to critical assets or
related infrastructures (e.g., information or command and control systems),
countermeasures technologies for existing or emerging threats, and technologies that
may have inherent susceptibilities or vulnerabilities.

(5)  Provide policy to assess and mitigate infrastructure dependencies
and vulnerabilities of specific DoD installations, facilities and supporting private sector
facilities and systems.

(6)  In accordance with instructions from the DoD Executive Agent,
provide DoD installations and facilities database support to facilitate maintenance of
critical assets data by the DoD components for inclusion in the CAAP.

c. The Assistant Secretary of Defense for Command, Control,
Communications and Intelligence shall:

(1) Integrate the policies established by DoD Directive 5160.54
(Series) into policy guidance and standards promulgated for functional areas assigned
by DoD Directive 5137.1 (Series).

(2)  Ensure, in consultation with Under Secretary of Defense for
Acquisition and Technology, infrastructure dependencies and protection, mitigation,
detection, reaction and recovery measures are considered during command, control,
communications, intelligence, information and security systems development and
acquisition.

(3)  Ensure that intelligence, counterintelligence, and security
countermeasure programs support the protection, survivability, availability, integrity and
recovery of critical assets.

(4)  Provide the co-chair (with the Office of the Under Secretary of
Defense for Policy) for the CIPWG.

(5) Require the Director, Defense Investigative Service (DIS) to:

(@)  Conduct, in coordination with the appropriate DoD
component and with permission of the owners, on-site surveys, to include vulnerability
analyses to physical and technical threats, for each non-DoD industrial and
infrastructure critical asset designated by the DoD Executive Agent as requiring on-site
survey.

(b) Maintain liaison with the DoD Executive Agent, the
responsible DoD component, and consult with industry, as appropriate.
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(c)  Develop CAAP survey procedures in coordination with the
DoD Executive Agent, and support courses of instruction to orient and train government
and industry personnel on CAAP surveys.

(d)  Obtain technical assistance from other components, as
required.

(6)  Require the Director, Defense Intelligence Agency (DIA), in
coordination with the National Security Agency (NSA), the Defense Investigative
Service (DIS), the Federal Bureau of Investigation (FBI), and the Director, Central
Intelligence to develop procedures for continuous analysis of the hostile intelligence;
special operations; and technical, terrorist, criminal and other transnational threats to
critical assets and infrastructures; develop and maintain a critical asset and
infrastructure threat assessment, and advise the DoD Executive Agent, the Chairman of
the Joint Chiefs of Staff and the DoD components of hostile threats to critical assets and
infrastructures in their areas of responsibility as evolving threats become known. These
activities must be accomplished within the provisions of DoD Directive 5240.1 (Series)
and DoD 5240.1-R (Series).

(7)  Require the Director, National Imagery and Mapping Agency to
support the DoD Executive Agent's requirements for imagery and maps needed for
CAAP.

(8)  Require the Director, Defense Information Systems Agency to:

(2) Provide, in conjunction with the DoD components, for the
assurance of the Defense Information Infrastructure (DIl) and mitigation of the effects of
its loss or disruption.

(b)  Coordinate with the National Communication System (NCS)
to identify National Information Infrastructure (NIi) assets critical to the DoD operations
and national security and emergency preparedness telecommunications. Identify to the
DoD Executive Agent and the appropriate DoD components the critical assets of the DIl
and the NIl whose disruption or loss would seriously affect DoD operations and the
nature of those effects. Coordinate with the DoD Executive Agent, the DoD
components, and the NCS regarding actions taken to increase the reliability,
redundancy, protection, and restoral of information systems supporting Critical Assets.

(c) Provide for overall coordination of the Computer Emergency
Response Team (CERT) activities of the DoD components and their interface with
CERT-related activities of the federal government (to include the FBI), the NSA for
national security systems, and the private sector.
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d. The Chairman of the Joint Chiefs of Staff shall:

(1)  Ensure identification of critical assets necessary for the execution
of deliberate and crisis action plans and plan for mitigation of their loss or disruption.
Identify those critical assets to the DoD Executive Agent.

(2)  Ensure that disruption and loss of critical assets, to include
supporting national infrastructures, are scripted and responded to in joint exercises.

e. The Secretary of the Army, as the DoD Executive Agent, shall:

(1)  Develop, implement and administer the CAAP to meet the
requirements described in DoD Directive 5160.54 (Series).

(2)  Obtain critical asset nominations from the DoD components,
integrate them into the CAAP, and program and provide CAAP resources for support of
CAAP decision support systems, analytic and management activities.

(3) Provide the capability for each DoD component to use the CAAP
for identification, analysis and assurance of assets critical to its operations.

(4)  In coordination with the DoD components, establish priorities for
infrastructure analysis and remediation, recommend actions to the components based
upon the CAAP and DIA threat analysis, and review the CAAP annually with the Under
Secretary of Defense, for Policy (USD(P)) and the components.

(5) Develop, publish and administer DoD Regulation 5160.54-R
(Series) and DoD Manual 5160.54-M (Series) consistent with DoD Manual 5025.-M
(Series).

(6)  Coordinate with other departments and agencies, as required, to
solicit nominations of infrastructure assets critical to national defense applications.

(7)  Designate non-DoD industrial and infrastructure critical assets that
require on-site surveys and vulnerability assessments.

(8)  Coordinate with DIS regarding conduct of industrial critical asset
site surveys and vuinerability assessments.

(9)  Ensure that regulations, plans, and procedures governing military
support to law enforcement in civil disturbances, as promulgated under DoD Directive
3025.12 (Series), facilitate response by the DoD components to protect critical assets
under any conditions or circumstances covered by that directive.
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f. The Secretary of the Navy shall require the Program Manager, Joint
Program Office for Special Technology Countermeasures, to provide the infrastructure
assurance analysis and vulnerability assessment support to the DoD Executive Agent.

g. Navy Region Southwest shall:

(1) Ensure sub-regions conduct an annual review with all tenant
commands and activities within their area of responsibility of all critical assets
associated with their installation, to include supporting DoD and non-DoD infrastructures
and other civil sector facilities and services upon which the critical assets depend. This
review shall include the validation of data on facilities and their dependencies, an
examination of installation and tenant's plans for increasing reliability, reducing
vulnerabilities, mitigating hazards to and the restoration of critical assets, and a review
of these plans with the FBI, local emergency services personnel (including local law
enforcement), the national guard, and the representatives of critical infrastructure and
support service providers, as appropriate.

h. Sub-Regional Commanders/Commanding Officers shalll:

(1) Identify those assets critical to their operations (to include the
supporting DoD and non-DoD infrastructures and other civil sector facilities and
services), nominate those critical assets for inclusion in the CAAP, conduct risk
assessments, and designate their category of importance.

(2)  Assist tenant activities in direct coordination with local providers of
critical infrastructurc and other support services necessary to the operation of the their
critical assets.

(3)  Provide a Computer Emergency Response Team (CERT) capability
unless centrally provided by the Regional Office of Emergency Management (OEM).

(4) Include a contractual requirement for cooperation in vulnerability
assessments and assurance planning when contracting for private sector facilities,
services and products, and consider all-hazard assurance of service when awarding
contracts.

(5)  Program and provide for increased critical asset reliability, security
and redundancy; plan for their disruption or loss and subsequent restoral; and develop
systems that are less dependent upon vulnerable infrastructures and systems.

(6)  Program and provide for supplemental integrated infrastructure
vulnerability assessment and assurance capability when requirements exceed organic
capabilities.
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(7)  Retain overall responsibility for the assurance of the critical assets

subject to their authority or control.

(8) Report critical asset review results to Regional OEM so that plans
and requirements can be fully coordinated and supported throughout the region.
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